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Uvod
Dochazkovy a pristupovy systém Otvirdk je komplexni systém pro sledovani dochazky a fizeni pristupu jednotlivych
uzivateld. Otvirdk nabizi fadu funkci; vyuzivat lze vSechny, nebo jen ¢ast z nich.

Systém Otvirdk zaloZen na architektuie klient-server, data jsou ukldddna do SQL databdze. Serverovou aplikaci lze
provozovat i na neserverovém hardware a software.

Softwarova cast systému Otvirak je funkéné doplnéna hardwarem - ¢teckami Cipli a kontroléry pro zprostredkovani
komunikace mezi serverem a ¢teCkami a pro otevirani elektromagnetickych zamku dveri. Nezbytnou soucasti sys-
tému Otvirdk je i podpirna infrastruktura - elektromagnetické zamky dveri, datova kabelaz a sitové, pripadné i za-
lohované zdroje napajeni.

Pozadavky pro béh Otvirdku

Minimalni pozadované technické parametry infrastruktury pro provoz Otviraku:
softwarové pozadavky na server:

o Windows Server 2016 nebo novéjsi (serverovou aplikaci 1ze provozovat i na neserverovych operac-
nich systémech Windows 10 a novéjsich)
MS SQL Server 2016 Express
Microsoft Visual C++ 2013 Redistributable (x86)
MS .Net Framework 4.7.2+
pribézné aktualizovano prostrednictvim Windows Update
nastavenou statickou IP adresu
e hardwarové pozadavky na server (nemusi se jednat o serverovy hardware):
CPU min. 2 jadra
min. 6 GB RAM
HDD 30 GB
o zalohovani databaze
e variantné vzdaleny ptistup pomoci RDP nebo TeamViewer pro vzddlenou instalaci a spravu Otvirak
e pozadavky na sit:
o Ethernet 100 Mbit / 1 Gbit (kabelovy rozvod) se zpétnou kompatibilitou pro 10 Mbit (v¢. sitovych
prvki - kviili Ridicim jednotkam)
Port 43536 slouzici pro komunikaci ridicich jednotek se SW po UDP
Port 43537 pro aktivaci licence na https://behere.visplzen.cz:43537
Port 43531 aplikace proti serveru
Port 43533 aplikace proti serveru
Port 43538 pfistup pro mobilni aplikaci
obecné jde o porty v rozsahu 43530 - 43538

O O O O O

O O O

O O O O O

softwarové pozadavky na klientské stanice:

o Windows 10 nebo novéjsi

o Microsoft NET Framework 4.7.2

o pribézné aktualizovano prostrednictvim Windows Update
e hardwarové pozadavky na stanice:

o CPU 2jadra

o 4 GBRAM

o 1GBHDD
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Systémové je doporuceno provést instalaci SQL a programu pi‘red montaZzi samotného HW (identifikacnich
zarizeni a Fidicich jednotek) a to bud’ mistné, a nebo vzdalené (pres RDP, TeamViewer) s alespon zakladni

konfiguraci.

Instalace software

Nutné predpoklady pro instalaci SW Otvirak

Souhrnné pozadavky viz
Pozadavky pro béh Otvirak.

Pfed  samotnou instalaci  programu je tfeba instalovat  Microsoft
nebo novéjsi https://www.microsoft.com/en-us/download/details.aspx?id=104781

Postup instalace SQL serveru 2019 (postup je stejny od verze 2014)

Po staZeni instalatoru je doporuceno rozbaleni do docasné slozky.

Choose Directory For Extracted Files X

Choose Directory For Extracted Files
[cATEMP\SQLEXPADV2017

Cancel Browse

SQL Server 2016

Uvodni obrazovka instaldtoru SQL serveru. Vyberte prvni moZnost vpravo: "New SQL server.." V dalsich krocich potvrd'te souhlas

Vv

s podminkami a ponechte zaskrtnuté automatické instalace update a pokracujte ddle tlacitky Next. (Zluty vykii¢nik u Firewallu nds

nyni netrdpf)
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T SOL Server Installation Center — m} *
~
Planning Lﬁ Mew SOL Server stand-alone installation or add features to an existing installation
Installation Launch a wizard to install SQL Server 2019 in a non-clustered environment or to add
features to an existing SCL Server 2019 instance.
Maintenance
Tl Install SCL Server Reporting Services
ools
Launch a download page that provides a link to install SQL Server Reporting Services,
Resources An internet connection is required to install 55RS,
Options Install SCL Server Management Tools
Launch a download page that provides a link to install SQL Server Management
Studio, SOL Server command-line utilities (SOLCMD and BCP), 50L Server PowerShell
provider, SQL Server Profiler and Database Tuning Advisor. An internet connection is
required to install these tools.
]g Install SCL Server Data Tocls
Launch a download page that provides a link to install 5QL Server Data Tools (350T).
S5DT provides Visual Studio integration including project system support for Microsoft
Azure SOL Database, the SOL Server Database Engine, Reporting Services, Analysis
Services and Integration Services. An internet connection is required to install 550T.
ﬁ Upgrade from a previous version of SOL Server
Launch a wizard to upgrade a previous version of SQL Server to SOL Server 2019,
Click here to first view Upgrade Documentation
Microsoft SQL Server 2019
v
T SOL Server 2019 Setup - m] X

Feature Selection

Select the Express features to install,

Install Rules

Feature Selection
Feature Rules
Instance Configuration

Server Configuration

Installation Progress

Complete

Database Engine Configuration

Feature Configuration Rules

0 Locking for Reporting Services?  Download it from the web

Features:

Database Engine Services
SQL Server Replication
[ Machine Learning Services and Language Extensions
Or
[ Pythen
Java
Full-Text and Semantic Extractions for Search
[ PolyBase Query Service for External Data
[ Java connectar for HDFS data sources
Shared Features
Client Tools Connectivity
Client Tools Backwards Compatibility
[] Client Tools SDK
[ 5QL Client Connectivity SDK
[ LocalDB
Redistributable Features

Feature description:

The configuration and operation of each instance feature of a SOL
Server instance is isolated from other SOL Server instances, SOL Server
instances can operate side-by-side on the same computer.

Prerequisites for selected features:

Already installed:
L Windows PowerShell 3.0 or higher
To be installed from media:
i Microsoft Visual C++ 2017 Redistributable

Disk Space Requirements

Drive C: 1619 MB required, 54574 MB available

Select All Unselect All

Instance root directory:

|C:\Program Files\Microsoft SOL Server\, |

Shared feature directory:

|C:\Prngram Files\Microsoft SQL Server\, |

Shared feature directory (x86):

|C:\Program Files (x86)\Microsoft SQL Server', |

< Back Next » Cancel

Obrdzek 1 - Zde ponechat defaultni nastaveni
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T SQL Server 2019 Setup - m} X

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

Install Rules () Default instance
Feature Selection

(®) Named instance: |0TVIRAK ‘
Feature Rules

Instance Configuration
Server Configuration Instance ID: ‘
Database Engine Configuration
Feature Configuration Rules
Installation Progress SQL Server directory:  C:\Program Files\Microsoft SQL Senver\MSSQL15.0TVIRAK
Complete i
Installed instances:
Instance Name Instance ID Features Edition Version
< Back Next > Cancel

Obrdzek 2 - V tomto kroku pojmenujeme vlastni instanci jako OTVIRAK (volba "Named instance")

T SOL Server 2019 Setup - O X

Server Configuration

Specify the service accounts and collation configuration.

Install Rules Service Accounts  Collation
Feature Selection

Microsoft recommends that you use a separate account for each SQL Server service,
Feature Rules

Instance Configuration Service Account Name Password Startup Type
Server Configuration SQL Server Database Engine NT Service\MSSOLSOTVIRAK Automatic
Database Engine Configuration SQL Full-text Filter Daemon Launcher NT ServicetMSSQLFDLauncherSQTVI... Manual

Feature Configuration Rules SOL Server Browser NT AUTHORITY\LOCAL SERVICE Disabled ~

Installation Progress

Complete [] Grant Perform Volume Maintenance Task privilege to SOL Server Database Engine Service

This privilege enables instant file initialization by avoiding zercing of data pages. This may lead to information disclosure by
allowing deleted content to be accessed.

Click here for details

< Back Mext > Cancel

Obrdzek 3 - Zde ponechte defaultni nastaveni *
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5 SOL Server 2019 Setup - m} X

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories, TempDB, Max degree of parallelism, Memory limits, and Filestream

settings.
Install Rules ata Directories  TempDB  Memory User Instances  FILESTREAM
Feature Selection
Specify the authentication mode and administrators for the Database Engine.
Feature Rules
Instance Configuration Authentication Mode

Server Configuration
Database Engine Configuration

Feature Configuration Rules

(O Windows authenticaticn mode

(® Mixed Mode (SOL Server authentication and Windows authentication)

Installation Progress Specify the password for the SOL Server system administrator (sa) account.

Loz Enter password: |'"" ‘

Confirm password: |""' ‘

Specify SQL Server administrators

5QL Server administrators have unrestricted access to the
Database Engine.

Add Current User Add... Remove

< Back Next » Cancel

Obrdzek 4 - VZdy vybereme Mixed mode a vyplnime heslo pro SQL administraci. Heslo si dobre zapamatujte a poznamenejte spolu
s ndzvem instance do Nastaveni zdkaznika. Do ,Specify SQL Server administrators” je automaticky priddn uZivatel, pod kterym je
program instalovdn, pripadné Ize pridat dalsi uZivatele (lokdIni administrdtor atp.)

Nasledné probihd instalace a konfigurace SQL serveru.

Po dokonceni instalace a konfigurace SQL serveru lze instalovat Microsoft SQL Server Management Studio - link ke
stazeni je v instalatoru SQL serveru (viz Chyba! Nenalezen zdroj odkazi.). SQL Server Management Studio je voli-
telnou soucdsti, kterd pro béh Otvirdk neni nezbytnd, ale je kli¢ova pro servisni zdsahy. SQL Server Management
Studio proto doporucujeme standardné instalovat.

*Pokud instalace SQL serveru skonci chybou po instalaci a server na ktery instaluje je doménovym radicem, je tieba
v kroku Server Configuration zménit uZivatele, pod kterym se bude sluzba spoustét na NT Authority\System
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Global Rules
Product Updates

Install Setup Files

Install Rules

Installation Type

License Terms

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Cenfiguration
Reperting Services Configuration
Feature Configuration Rules
Installation Progress

Complete

Service Accounts | Callation

Microsoft recommends that you use a separate account for each SQL Server senvice,

Service

Account Mame

Password

Startup Type

SQL Server Database Engine

Automatic

SQL Server Reporting Services

NT Service\ReportServerSSQLEXPR...

Automatic

SQL Server Browser

NT AUTHORITY\LOCALSERVICE

Automatic

< Back I [ Next > I [ Cancel

I

Help
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Konfigurace sdileni SQL serveru

Nedavno pridané Vyvoldme SQI server Configuration manager, vyhleddme v stromu SQL
B s Server 2019 Error and Usage Rep... Server Network Configuration a v ném nasi instanci SQL serveru.

B s server 2018 importand Bxport 0. Je tfeba povolit na zdloZce Protocol povolit TCP/IP a na zaloZce IP adres-

SQL Server 2019 Configuration Mana... ses v sekci ,IP All“ vlozZit port 1434 (pokud nenf obsazeny) a poté sluzbu
Rozbalit ~ SQL serveru restartovat dle upozornéni.

#
@ 3D prohliZed

Budiky a hodiny

Calendar
Centrum Feedback

Cortana

: Editor videa

Excel

B Filrow 2 TV nafac
B =
- =

V poslednim kroku pred instalaci SW je nutné povolit naslouchdni SQL serveru na portu 143x v LAN - to lze pro-

vést tak, Ze najdeme nasi instanci SQL serveru resp. Network Configuration -> Protocols for OTVIRAK

Sql Server Configuration Manager - O X

Soubor Akce Zobrazit Napovéda
= n|Ee=H

4@ 5QL Server Configuration Manager (Local) || Protocol Name Status
£ SOL Server Services

. % Shared Memory  Enabled
4 50l Server Network Configuration (32bit
5 50 Native Clent 11,0 Configuration (21 4 e Pipes Dissbled
y . J T ICR/P Disabled

~ 4 sQL Server Network Configuration
B Protocols for OTVIRAK
8 SOL Native Client 11.0 Configuration
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TCP/IP - vlastnosti ? X TCP/IP - vlastnosti ? *
Protocol  Ip Addresses Protocol [P Addresses
Bl General TCP Dynamic Ports 1] ~
Keep Alive 30000 B ip3
Listen All Yes Active Yes

Enabled Mo

IP Address a1

TCP Dynamic Ports 1]

TCP Port

H ipa

Active Yes

Enabled Mo

IP Address 127.0.0.1

TCP Dynamic Ports V]

TCP Port

SR
TCP Dynamic Ports o
hess
v
Enabled TCP Port
Enable or disable TCP/IP protocol for this server instance TCP port
Zrugit Pousit MNapovéda oK. Zrugit Pousit Mapovéda

A nasledné je nutné pres Sluzby (Services) restartovat SQL server (Otvirak)

Warning ped

Y Any changes made will be saved; however, they will not take

WY effect until the service is stopped and restarted.
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Postup instalace Otvirak

Instalace se spousti spusténim instalacniho souboru, napt. Setup_1.0.x.x.exe stazenym z https://instal.vispl-

zen.cz/otvirak/

7 | Instalace CSBeHere =N = <=

Vitejte v C5BeHere instalaci

Obrdzek 5 - Uvodni obrazovka instalace Otvirdk

B ' Dependency not found X

Microsoft Visual C++ 2013 Redistributable
not found.

In order to continue, please install the VC+ +
2013 Redistributable.

Obrdzek 6 - Pokud neni v systému instalovdn Microsoft Visual C++ 2013 Redistributable (x86), objevi se tato obrazovka v¢. linku pro
stazeni. POZOR NA TO, ZE STAHUJEME A INSTALUJEME VZDY 32b VERZI!
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B | Instalace CSBeHere =nEeE

Windows Géet sluzby CSBehere

UzZivatelské jménc  CSBeHereAdmin

Skupina [Users hod

Heslg eesss

Znovu zadat heslo | eesesl

| zpet || Dasi |

Obradzek 7 - Vytvdreni uZivatele pro sluzbu Otvirdk. Heslo nechte prednastavené (86222), pouze pokud instaldtor odmitne pokraco-
vat kviili komplexnosti hesla, zmeérite jej na (XdgRTP36u)

B’ Instalace CSBeHere — O *

Vybér databaze a pfihlasovacich udajd

Databaze
SOL Instance | AOTVIRAK ¥
Mazev databaze |csbehere
Vzor databaze | \database\iablona Pristup 10-2020.bak v
[] Zalohavat denné | C:\VIS\Otvirdk\BACKUP Prochazet...
Prihlaieni do systému CSBehere

UZivatelské jménc [Admin

Heslo seees

Znovu zadat heslo [seses]
[[] Pouzit heslo Gétu Windows

[z ] oo

Obrdzek 8 - Vyberte SQL instanci vybérem z rozbalovaciho menu, pripadné ji zadejte rucné. Ddle je nutné vybrat typ prikladovych
dat (Sablona Pristup nebo Sablona Dochdzka), zdlohovdni nyni nezapinejme (po instalaci by stejné uzivatel nemél oprdvnéni do
slozky zdlohovat). Zadejte heslo pro administrdtorsky ticet pro vstup do programu Otvirdk a pro kontrolu ho zadejte jesté

Jednou (Ize ponechat piivodni hodnoty, pricemzZ defaultni heslo do programu je 86222). Pod timto jménem a heslem se prihlasujete
do programu po instalaci.
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7 Instalace CSBeHere E\ @

Nastaveni certifikatd a sluzby CSBeHere

Mazev certifikdtu CSBeHereCert

Mazev sluzby CSBeHereService

Umisténi sluzby CAProgram Files\C5BeHere\Service',

Zpet | [ Dalii

Obradzek 9 - Zde ponechat defaultni nastaveni

5| Instalace CSBeHere EI@

Klient desktopove aplikace

Urnisténi klienta | CAVIS\OTVIRAKhClienty, Prochézet..

Wytvofit zastupce v nabidce Start
Vytvofit zistupce na Ploge

Zpet | | Daki

Obrdzek 10 - Zde Ize zménit slozku pro instalaci klientské aplikace, doporucend je vyse.
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Instalace...

Klepnutim na tladitko "MNainstalovat” spustite instalaci

# | Instalace CSBeHere EI@

Zpét l INainstaIcwat

Obrdzek 11 -Spust'te instalacni proces

Instalace...

Click finish to complete

Pairing certificate with ip/port 0.0.0.0:43533...0k
Testing old service C5BeHereService..not found
Copying C5BeHereService service files...ok

Setting url ACL..ok

Adding 'Service Logon Right'.ok
Allowing csbehere ports...ok

Creating event source..ok

Requesting license..ok

Installing service CSBeHereService..ok
Adding right to start serviceok
Starting service CSBeHereService..ok
Installation complete

7| Instalace CSBeHere EI@

Madifying C\Program Files\CSBeHere\Service_2559¢f33-4b5d-4e41-93dd-83a32f35c65c\csbeheresrv.ex

Obrdzek 12 - Poté, co probéhnou vsechny kroky instalace softwaru Otvirdak, vyberte "Dalsi”
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# | Instalace CSBeHere E@

Aktivace Licence

Spusténa zkusebni licence:

ID zakaznika: 1356

ID licence: 2652

Platnost do: 20.11.2019 (70 dni)

Roziiteni: VisTheme, Skola, SolAddin, Bakalarifddin, EdookitAddin

Obrdzek 13 - Instaldtor ddle zkontroluje platnost licence (je vyZadovdno pripojeni k internetu). Licence je vdzdna na klicovy hard-

ware pocitace, na kterém serverovd aplikace Otvirdk bézi. Standardné je po instalaci 70 na aktivaci pIné licence.

7 | Instalace CSBeHere EI@

Hotovo

Instalace C5BeHere uspéiné dokondena

Obrdzek 14 - zdvérecnd obrazovka instalace (viz Obrdzek 13)
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Spoustéeni klientské aplikace Otvirak na koncovych stanicich

Pfi prvnim spusténi je tieba vyplnit uzivatelské jméno a heslo. Lze zvolit moZnost pro uloZeni téchto uidaji tak, aby
je nebylo tfeba zadavat znovu. Tuto volbu nepouzivejte na sdilenych pocitacich.

™) S BeHere piihlageni  — oS

UZivatel

i .
iadmm

Heslo

[
LI }

Obradzek 15 - Okno pro prihldseni se do klienta Otvirdk

Pro piistup z dalSich stanic v siti je tfeba nastavit read-only sdileni adresaie, do néhoz byla klientska aplikace insta-
lovana (viz Obrazek 10). Z takto sdileného adresare v mistni siti se pak na jednotlivych koncovych stanicich spousti
CSBeHere.exe (formou zastupce odkazujiciho na sdilenou slozku).

Pokud se pouziva vazba ze Stravného (S4 nebo S5), je tieba v adresati C:\VIS vytvorit slozku Import a tu nasdilet pro
uzivatele S4 a S5..

- Vyplnit tidaje (ICD) pod ikonou vpravo nahote

- Vytvorit slozku pro zalohovani, nastavit ji v programu v Globalnim nastaveni a otestovat funk¢nost vytvoreni zalohy
(v Udrzbé zalozka Databaze).

- Nastavit email resp. smtp server, uziv. jméno a heslo atd. a vyzkouset odeslani emailu

- ProtoZe uz vite IP serveru, zapsat do Nastaveni zakaznika spolu s vychozim admin loginem a IP dat skladu aby mohli
naadresovat fidici jednotky (pokud uz nejsou fuc).
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